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ABSTRACT

Nowadays, in order to transfer data, security is one of the most important parameters in the evaluation for
transmission techniques. According to the development communicational devises, possibility of data theft
submissions, which should be out of reach, increased. Using images in order to store some information on them is
one of the safest ways to send specific information. Considering that each image is composed of pixels, each pixel
has a specific value. Added information on changes in specific areas of the image, in this case, that information may
be stolen. In this paper, a new method of digital image steganography, for decreasing of changes of image and
security enhancement, is presented. The propose method makes it possible to recover the data without loss of
information. The results of implementation showed that after applying the proposed method, the possibility of
detecting location and the value of information is very low.
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INTRODUCTION

Nowadays, with the development of information technology in human life and more dependency on it, business data
protection is crucial for a modern industry. Information is one of the most valuable assets of any organization and
protection of it against others is very important. Maintaining information is necessary to continue the process of
business and the economy [1-4]. For security enhancement, considering technical points is not enough, but also by
creation appropriate policies, strategies and processes, also their standard, information security will be increased.
For this reasons, using information security management systems are necessary [5-8]. Although, the introduction of
the idea of watermarking is the year 1449 AD, but the using advanced ideas have been proposed in recent years.
Besides watermarking, that its main purpose is to hide information, digital steganography has been introduced since
1990 and due to high resistance to intentional and unintentional damage, both multimedia and text, is used.

One application of steganography is watermarking with high resistance against attack. In the other words it’s a
combination of watermarking capability to hide the nature of the information and steganography for improve
resistance of this information [9-11]. In this paper, we present a new method of digital image steganography, for
reducing of increasing Information in images. In the following, after reviewing the digital image steganography
methods, the proposed method and its implementation will be introduced and the results will be evaluated.

DIGITAL IMAGE STEGANOGRAPHY
If the common methods are used for steganography, with the addition of information to a specific part of the image
pixels and specify the exact location of them, also send an original image with a new image to receiver, the

information can be extracted. For example Fig. 1. Shows an image with 204 x 204 pixels that goal is the sending
information via using it.
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Figure (1)
The information is a matrix with 30 x 30 dimensions, that is obtained from expansion the following matrix.
50 40 45 20 11 9 30 42 35 12|

101 65 92 36 17 15 98 25 36 34
25 15 26 59 27 48 75 86 51 52
63 51 42 3 6 5 8 6 9 112
54 66 21 25 69 95 84 56 56 11
25 69 68 59 75 48 15 35 62 25

110 45 78 98 65 32 12 45 95 68
75 54 52 15 35 26 75 48 95 65

116 120 45 68 23 12 11 1 25 36

_39 58 69 45 78 68 25 36 14 11
According to the following matrix, the information is located in the original image.
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After addition information to original image, the image will change as shown in Fig. 2.
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Figure (2)
As can be seen, the image obtained after steganography, compared to the the original, has changed a lot and caused
that location of information has been specified. Therefore in this case the information can be stolen easily. In order
to better comparison, this method has been implemented on two other images, which are shown in Fig. 3 and 4.
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Figure (3)

Figure (4)
As can be seen in these images, the effects of the addition of information are evident, that this effect may be less
depending on the images, but does not disappear. In the following, a method with high efficiency and low
computational complexity will be introduced.

PROPOSED METHOD

In the proposed method, in order to prevent theft of data that added to the image, in first step the location of
information is changed, then values of information in accordance with different methods are changed, so that the
original data is not deleted. For example, if the desired information is placed in pixels as following, the changes will
be less.
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Also, considering that incoming data can be negative or too large, the division of them on a certain value can be very
useful.

RESULT AND DISCUSSION
In this section, using proposed method, the problem of the method that introduced in last section will be corrected.
InFig 5. effect of using the roposed method on the above images is shown.
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Figure (5)
As shown in Fig. 5. Location of information that added to the image and their values aren’t recognizable and
therefore can’t be extracted by other users. Also, considering the linearity of the process, information can be

T
recovered easily. If the target is sending information with the following ranges {—E , E} , sinusoidal functions can

be used and in this case, assuming that the input is x, equation (1) can be used.
XN 2 +sin(cos(x)) + x
o (cos(x)) "
100
As much as data are more important, the algorithms would be more complex and therefore much time and cost are
needed for implementation.

CONCLUSION

Information security is one of the most important parts of the information transmission. Nowadays many techniques
in order to hiding data in images are proposed. Digital image steganography is one of the best ways to send secure
information, however, in the base case, due to the specified location and values of the information, it’s extremely
vulnerable. In this paper, a new method for enhancement of security in digital image steganography was presented.
The results of implementation of this method show that location and values of information are indistinguishable and
if this method is used, the information can be transmitted with high security.
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